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Learner Handout – Information 
Security Analyst 
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Job Profile: Information Security Analyst 

Role Description:  An Information Security Analyst is a professional in 
charge of designing and implementing protection 
for organisation networks. They help set standards 
and maintain computer networks while protecting 
the company from cyber-attacks. 

Competences Addressed: Strategic problem-solving, learnability, data 
handling, digital communication  

 

Key Skills: Organised, punctual, flexible, fast learner 

 
Personal Action Plan:  
 

Individual’s Name: ____________________________________________________________  
 

G: Goal - The Goal is the endpoint, where you want to be. The goal has to be defined in such a way that 
it is clear to you when you have achieved it.  

_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
___________________________________________________________________  
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R: Reality - This is how far you are from their goal. If you were to look at all the steps you need to take 
in order to achieve the goal, the Reality would be the number of those steps you have completed so 
far.  

Where do I want to be? – Long Term Goal 
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
___________________________________________________________________ 
Where am I now? – Reality  

*Education/Training History: 
 
 
*Career History: 
 
 

 

O: Obstacles - There will be Obstacles stopping you from getting where you are now to where you 
want to go. If there were no Obstacles, you would already have reached your goal.  

_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
___________________________________________________________________ 
Options, once the Obstacles have been identified, the ways of dealing with them are the Options. 
*What is stopping me from getting where I want to be? – Obstacles  
What could I do? – Options 
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
___________________________________________________________________ 
 

W: Way Forward - The Options then need to be converted into action steps which will take you to your 
goal. These are the Way Forward.  

Next Steps:  
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
___________________________________________________________________ 
How can I get there? – Way Forward Action Points 
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
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_____________________________________________________________________________________
___________________________________________________________________ 

 
 

 
 

 
Additional Learning Resources 

 

Title: 
“Information 
Security 
Analyst Job 
description” 

Link: https://resources.workable.com/information-security-analyst-job-
description#:~:text=An%20Information%20Security%20Analyst%20is,the%20company%
20from%20cyber%2Dattacks 

Title: 
“Explaining 
digital 
communicati
on, 
collaboration 
and 
participation” 

Link: https://www.youtube.com/watch?v=nAlOUFMFHcU 

Title: “Why 
learnability is 
the most 
important 
skill in the 
digital world” 

Link: https://workforce-resources.manpowergroup.com/blog/why-learnability-is-the-
most-important-skill-in-a-digital-world 

Title: 
Problem 
Solving 
Strategy - The 
"5 Step 
Approach" 
 

Link: https://www.youtube.com/watch?v=1eA4BuT2Smk 

Title: “14 
Effective 
Problem 
Solving 
Strategies” 

Link: : https://www.indeed.com/career-advice/career-development/problem-solving-
strategies#:~:text=A%20problem%2Dsolving%20strategy%20is,business%20problem%2
0or%20industry%20challenge 

Title: “Data vs 
Information: 
What’s the 
Difference?” 

Link: https://bloomfire.com/blog/data-vs-
information/#:~:text=The%20Key%20Differences%20Between%20Data,are%20individua
l%20and%20sometimes%20unrelated. 
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